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Submission to the Special Rapporteur on the right to privacy examining the privacy rights of
children and how this right interacts with the interests of other actors as the child develops the
capacity for autonomy

With a focus on Alternate Care environments and issues:

e Governmental or other structures including regulatory arrangements, established to
advance the human rights of the child;

e Children in vulnerable situations such as unaccompanied migration, violence, sexual
exploitation, poverty and other economic, social, familial or physical circumstances;

e Programs, mechanisms and strategies that aid he positive development of the child by
addressing their privacy needs and expectations

Privacy Rights in Alternative Care Systems

Much of the discussion about the rights of children in the digital environment in general, and privacy
in particular, focuses on the discretionary use of digital systems by children and/or families. In this
submission the emphasis is on the need to address the representation and enactment of children’s
rights in non-discretionary systems and the particular complexities around how systems set up to
protect children from harm do not themselves cause harm. These are systems in which children and
their families have little choice over participation and so it is vital that they embed and embody
children’s digital rights in their design and implementation. Central to this is ensuring that in acting
in the best interests of the child, rights to privacy and the development of identity and connection to
family, community and culture are also respected [1].

Children and young people in Alternative Care situations have little to no discretion around
participation in the child protection and welfare systems that document the intimate, sensitive and
personal details of their lives. A multitude of inquiries in Australia [2]—[7] and in other countries —
Ireland, UK, Sweden, Canada, Norway, Iceland, Denmark, Germany, South Africa [8] have detailed
the lifelong consequences of a lack of participation and agency in and over records of childhood
Alternative Care experiences. A lack of agency in recordkeeping has been shown to deny children,
young people and the adults they become their fundamental human rights to identity, memory,
privacy and accountability [9], [10].

Many national standards for Alternative Care identify the rights of children and young people to
have access to, and control over, a complete and accurate history of their time in Care, the plans for
their future, their health, education and other important official records, their family and community
connections, memories of key events, and other records which support and nurture their sense of
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identity, security, and connectedness with the world. They also emphasise the need for children and
young people to participate in the decision-making that impacts on their lives, as part of their
healthy development, which therefore must include the formation and use of this increasingly digital
archive. Despite increasingly extensive policy layers reflecting the emphasis in Alternative Care
standards on child-centred approaches, there is also continuing evidence of barriers to their
translation into practice. For example surveys of Care experienced children and young people by
CREATE Foundation, Australia’s national body representing the voices of children and young people
with out-of-home care experiences, continue to show a lack of participation in case and cultural
planning processes and access to information and records [11].

As Alternative Care systems move into the digital realm there is a real danger of encoding,
enshrining and amplifying existing exclusions, biases and discrimination [12], without attending to
the recordkeeping and information rights explicitly and implicitly embedded in children and other
human rights charters [13]. Alternative Care recordkeeping systems can exemplify the ‘problematic
tendency of existing frameworks to prioritize protection over participation, rather than finding
better ways of resolving ... [the] conflicts among rights ... [that] inevitably arise’ [14, p. 490]. This is
despite recognition that active participation and proactive provision of rights are a protective factor
[15].

In Alternative Care environments the increased surveillance capabilities of both discretionary and
non-discretionary systems have the potential to be utilised both for and against the best interests of
the child. While increased abilities to monitor online activities and capacities for seamless sharing of
digital data and information might help to identify risks to children and young people, they may also
infringe on rights to privacy and confidentiality with consequent impacts on the development of self-
identity, and connection to family and community. The ability to establish identity as an individual
human being, as well as having agency and control over personal and sensitive information, goes to
the core of fundamental human rights to autonomy and self-determination [16], [17].

It is vital that mechanisms to efficiently and effectively identify, protect and monitor these rights for
children is incorporated into non-discretionary digital systems [18]. In Australia, governments are
ploughing ahead with technological systems to join up the personal data that they hold about
children for child safety and wellbeing ‘with significant privacy impacts’ [19]. There is a real danger
that existing social and economic disadvantage will be amplified without fulsome and holistic
exploration of these privacy challenges.

The potential for digital and networking technologies to address, rather than exacerbate, the current
power asymmetries in information and recordkeeping systems for Alternative Care in particular
could herald a new paradigm of rights-based practice in the sector, and achieve better development
outcomes for children. However, there is a need to explicitly design these affordances into the
technology and have similarly digital enabled mechanisms for their governance and oversight with
regards to children and young people’s rights to privacy and knowledge about how their personal
information is distributed and used.

Archives and the Rights of the Child Research Program

Recordkeeping and its governance is a significant issue for the Alternative Care sector, which affects
the social, emotional and psychological health and wellbeing of Care experienced children, young
people and adults. Those with Care experiences often speak of having to fight for their rights, or of
having strong advocates making sure that their best interests are at the forefront of decision-
making, in a fractured, fragmented and under-resourced system. Quality recordkeeping is one of the
rights they should be accorded as a matter of course. It should also be part of making Alternative
Care systems more efficient and effective in safeguarding children and young people.



The Archives and the Rights of the Child Research Program is a transdisciplinary research agenda to
investigate how multiple and lifelong rights in records and recordkeeping can be recognised,
respected and enacted in Alternative Care systems utilising digital and networking technologies [20].
It brings together researcher from a range of academic, community and organisational contexts, and
from a variety of disciplinary perspectives to tackle this complex problem using participatory
research and design methodologies (see https://rights-records.it.monash.edu/research-
development-agenda/). It is an example of giving voice and agency to those with Care experiences in
research to address their recordkeeping needs.

The program incorporates a range of interconnected and complementary research projects,
including

e Australian Research Council (ARC) Future Fellowship, Connecting the Disconnected: Co-
Designing Integrated and Inclusive Recordkeeping and Archival Networks (2015-2018),

e ARC Discovery Project, Rights in Records by Design: Transforming Recordkeeping Systems for
Children in Out-of-home Care (2017-2020) and

e ARC Discovery Project, Real-time Rights-based Recordkeeping Governance for Childhood
Out-of-Home Care (2021-2023).

The research agenda embodied in these projects is linked to the 2017 Setting the Record Straight for
the Rights of the Child National Summit that brought together stakeholder communities to develop a
ten-year research, development and action agenda to transform recordkeeping and archiving for
childhood Alternate Care around recognizing, respecting and enacting multiple rights in records [21],
[22].

In the Rights in Record by Design Project, we are currently researching a world first Charter of
Recordkeeping Rights for Childhood Alternative Care and its translation into a recordkeeping rights
engine — a technical demonstrator of how recordkeeping rights in Alternative Care systems can be
dynamically enacted, negotiated and monitored. This research is part of imagining future digital
systems for Alternative Care capable of real-time, proactive and transparent accountability to the
principles of provision, protection and participation in the best interests of the child enshrined in the
Convention on the Rights of the Child.

Working with a co-design team of young adults with Alternate Care experiences [23] we have built a
prototype of a system in which they can manage their personal information — choosing what, when,
how and who they share it with — as well as having access to, and potentially appropriate control
over, their Care records [24]. While for these and other Care leavers the focus is about gaining
retrospective control, particularly in transitioning out of the Care system into independent living,
their involvement in this research is also motivated by a strong desire to see the systems for children
and young people currently in Care designed to better respect rights to privacy in such complex
situations. Whether that be having an appropriate say over who has access to their personal and
sensitive information and/or mechanisms to detect and prevent inappropriate use, there is great
potential in re-imagining through digital technologies how better enablement of privacy rights can
support the development of their sense of self and worth.
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